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Bitcoin: A Peer-to-Peer Electronic Cash System
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JRSE#E . HAER ( Satoshi Nakamoto )
HATENIE. Sbtc.com ELLAFSIFREME T
JhZ# B Bitcoinblogger.com

W EEMEFE . Satoshin@gmx.com

www.bitcoin.org

[BE]: AGRE T —MZedd s SR ALINEFIERS, ©
FEELAXNEBEER —AAEFXFER—F, FELFTEBIE
AIERYIME, RAKFTER ( Digital signatures ) TR HRR 7 XM o) L,
BRMEMABESL=HHIIFA 4B IEWE X A double-spending )11,
AXFIRGMBMAR T HEENNE. A (we ) TEUARE —FIRRAF R,
FRERGEE RN RNME TIETT, HBHLEREXEIB, ZMERISHE
HMLEF! ( hashing ) E&83H 0 A E1EL ( timestamps ), B E(TEGHA—
DB RV E TR BB TEEUERR ( proof-of-work ) FNEESL1EAN X 5
L%, REEFZHETNTIEEIER, KFENXSCEBEATES, &
KA FEEATUGIEN WIS EINFEHFF ( sequence ) AIIERR, T EMEMR
KB CPUITER N&EARAIM (pool Jo REXRZHH CPU TERE NEDE
BITE SRR EMITEE, BAMENT S E MK, 8id
HEENHES. XN REAGBENEMERIEE D, GRREABNE
EMERRT, B2 (nodes) TN BEAFMEFIIAME, FERKL
THESURASLIENEZ D R B A E A4 M5 IR,
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1. &N

BEEMNENRS, LIFHRFTERHERIMEAT R EBNE=T7X
WEETIAER. RAELRZHBERTRXRFESERY, BRX
RRFMAREEZ 6T "ETEBAMEZ" ( trust based model ) B8 o
MIEZEKRBRERNTHENZRZ S, FATMYIEEE N R
BFim. MERPNNFE, BRBNRSZHNAR, FHERF 7 ERTTT
Mg/ NZSHR, RS T BB NSNS, HFREBEENREEET,
REBRIRSFSAFZLERERN, MRHRZNTHENAAFE, BER
NRGHAKRZIR. AAHBBERNRRNTBE,

HFEXHUFREET. WH, RABFFRELIN A SHE /D
&by, dzmEE ARREE TV ENDIAGER. MEFNELITAR,
—ELLGIREIEME PEAN R RH, HXREAEHE SR BL
B, MEEAYEINENERT, RARNRBE=AERTNNEFE,
XLESHE 2R A AT B @ E AR E M AR T OB Y.

L, BNEBFEIH—MBFNRESE, ©ETBBFREMA
ETER, BEEMAN—SHNNTT, EBEEHTN, MIAFES
=HFNNSE HBEIR (reverse ) XN HNT 8L, Xt LURIPHEE
MERBTEVE:, N TRERPERNARKE, AUHRETRZBEN
= FIERVIGI B IEREMME R, EXRIEXT, Tl (we ) KIRE—
MBI R R =AY B (8] Bk 55 28 Sk A AU IR B [B) BT R HEZ I IF hniic =%
TR, MMBANES 0@, RERSENT RATEHHNITE
BENMER, KTFEBIEXLRD ( cooperating ) B&ENITEGE IR,

ZARGHELZREN,
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2. 3¢5 (Transactions)

HAEX, —HBF 5T (an electronic coin ) RXFHN—REFEH.
B—UAEEBINE—ARZZH T —UHEENAY (Public key ) &
—PMBYEIINHFER, XML MEIKBTEDNRE, &
TEROMEESR T T—NAEE. MERABEINERHTRE, HEY
WIRZRBREMNMESE .
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T RERNEEET, BWRAREDRE, ZRINEVLAEE, BEaX
BAYRTEMBT T WEXN, BENBATE, BEINFEINE=
TR, FEEMTIED (mint) B, KNG —E25HT0%E, X
BIIEREZ N, AE—EXHERGE, IREBTEMREWRET DU,
miEm/ RO —MEFNBETED,; MABFEDH BEERTHNBTED,
FEEBR, XHBEBHLENES . T2ZBRFENCBET, &

=
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HZIE ™ #IA, MIZEM] TR —RR1T.

BNBEZWRAKABEMTL, EBHRZNERELENER A4
NS XEXE#, MBHEEE, ATRIEMN, LHELRNFEXEINR
BTAZSZAEENZ S, MABELIXERGEEZRREZEAN
BEXMRNER. ATHERE-AXXZRAGFEN, BAK—MNTERRR

BZHEAESNAER S, THEMm/ HAER, BH) REMENXS,
HERETRSEMRAEEINT. NWREEEBTRETHBRE=FFN"
A, HAZHEEFI S ATFES ( publicly announced ) ¥, FAIEE
BINRZNNIES SR, BEE—RINNDEXZH T, BRABER
REZZHEERZHN D REINFZZ SR EXR LI,

3. BB B ARS58E (Timestamp server)

KERFEEERE— "WHEERSSH . HEERSHFBEINIUX
B (block ) FERFAEMN—AEIRLHEREAES MmN LR EE, FHRZEN
BT, SR AEFTE S H R A% ( Usenet ) IR IE—HEZYY,

@ W Dai (#ffi) , a scheme for a group of untraceable digital pseudonyms to pay each other

with money and to enforce contracts amongst themselves without outside help (—FfFE1%
W Bl A TR AL AR A N R B SO IR I R s RN AR 2 A S B LT
ILAAHLHE]D |, “B-money”, http://www.weidai.com/bmoney.txt, 1998

@ H. Massias, X.S. Avila, and J.-J. Quisquater, "Design of a secure timestamping service
with minimal trust requirements," (fE8x /IMEASAEMIZEAE E3 T —Fhis (B8R 55 2%
In 20th Symposium on Information Theory in the Benelux, May 1999.

® S.Haber, W.S. Stornetta, "How to time-stamp a digital document," (ERENHE T T
JNES ] #%) In Journal of Cryptology, vol 3, No.2, pages 99-111, 1991.

@ D. Bayer, S. Haber, W.S. Stornetta, "Improving the efficiency and reliability of digital
time-stamping,”" (3T HF I B RCR AT SEMED)  In Sequences II: Methods in
Communication, Security and Computer Science, pages 329-334, 1993.

® S. Haber, W.S. Stornetta, "Secure names for bit-strings," (HLHFFH % 4m4) In
Proceedings of the 4th ACM Conference on Computer and Communications Security,
pages 28-35, April 1997. on Computer and Communications Security, pages 28-35, April
1997.
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B, ZNEEEBULLFELIRELATERENZIZNHEEN, FX
RBEZNZFET TR NBEESE, GBS —
PR EBMANEBYEIET, 8—MBEENNEEEY Z R — " (8
Bt 73858 ( reinforcing ), XAFFALAL 7 — 555 ( Chain o

S— T | —
—pi 1T —p| T
[X e [X e

4. T1E=1EFRR (Proof-of-Work)

BT EAX S NER F MR AN BN DBRSR, UURIRA
R EMEE —H TERABH, RIEBE—NEMUTIYH A5
( Adam Back ) 32 HH P75 TN 4 ( Hashcash ) *o EHHTREN B ER, T
ERIUERNFISINT NE—MFEENFE I, tAU SHA-256 T, B
MBZIEN—DHEA 0 Fih. FAME 0 BHBEN LT, HIXMR
FRENTERBEREBEK, ERRRERNBEE—RBIEINEE,

BANEXRPFE—DEENEL ( Nonce ), X PDEEVIHEEF 25 EX
REBEVESFIELIL T AFNBAZD 0o RMBEREZHKKBXD
BEMLEL, 3EALE, XEIANME T — P TEBIEALS,. REiZ CPU
RN ITEERBHRZTESILRILE, BARIFEFTHAELNIE

(@D A. Back, "Hashcash - a denial of service counter-measure," (#5758l 4
i TEHI 575D http://www.hashcash.org/papers/hashcash.pdf, 2002.
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g, ZERNEEHATES, ATZanRREEEEZREZ FH,
FIABEELZXRPNER, AEFTEEN T EAEXRNEE T
EE,

[X e X b
—1® s REHLE A e REALE
Tx Tx .. Tx Tx

BIES, % TIERTIEIERR T ERUGERRORE, BEAZHH
B, WRATASHGSTREET IPHAHE, — P st —%, BAME
BAREARAE P A, MRAVHSMEIAT o T TAEBIERH
HOARNE— CPU —, “ASH" HRERANBKOE, FHBRK
PSEEE T RAN IR, MRAZHA CPU SSEHIT 22, HAW
SRS BB ROEEIEK, FRELMHESEE. NROEVLE
HIUMR R B, B LR AL R T RO >
FREREM TR, ¥RAH TBMLSTANIER, RIGER
SCER, WA MRIBHRE SR ER CHENR SR, BALARE &
2 IERAB AL

B AR, BHNEREEESHEK, BEAS5MANRE
SERER. 5T RREAEL, TESERHRE | the proof-of-work
difficulty ) 53R R E T4 BARM S R RIE , B SRE LS/ T
KRR DR TR T, MRR R AR R, AR
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5. M4

BITIZMEHT RO .

1) X ZFaEMtiT #;

2) B0 REBKEINE S ERMA— XA,

3) BN B REEREB XA KE—EEEBHEN TEEIE
ER

4) S—MOREE T DTS, SEEMAtTT #;

5) YENGEEEEZKRPHNAMERZBEEINEZFIARTAL
7, HAD R ARZ KRB RUE

6 ) BT Bz KR, mRrEINTE, WEERBEIZ
KEHARE, FERHNKRMUERZHE S, MRS KRBT EE
A ST T X IRAIBBALBT (.

TRIAER RIS EENA EHAEE, HFHETIEMEKE, W
REMN T RENTHENERANFTRSR, BAEMT R EREREIZX R
HEE ERFRESERZER. HiiEE, MITEAERTEW IR X REM Fit
I, Btha®REBRIIN—DoEE, DIBHEELMERKNHER 2B/ ( tie)
TR ES R T — P TEBIERH AT, MARN—FREHFIULTHER

KH—%, BBATER—E&0NHE F TENT S EREE, FEEREK
AIPE% T4k,

FrB "FRXSE %", LR EAFTEREREBNT R, REXSE
BREBMAEBLZNT R, BAMIIGRREBEE—PXRD,, fXER
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NI BNEEFNEEREARERE NN MR HRLBREIRERE
Xk, MAZTRABERIACHRRTEIXR, B IREEC TR
ZXRANEK

6. B

HMAEWL . BPIXRNE —EXZHITRHARNANE, 1ZX574E
—HWAZEREEMBORNE TN XHFIEM T H R FHZMLE
FIURD, HERE PRESWMETEMNBERT, =E T M8
TOEEIRBOEN—MIT k. IME—EREBFEMHREREMR
ZHNTE, FERUTRERBREZZESY HRRENRBIE, 1t
i, CPU HIEY[EIAIER S BFRERB BFREN R o

BIN—DBRHIRIRENZ3Z 5 %, ( transaction fees )o WNRFEEZ Z %
HENTRNE, BAZHHERH %, 1225 HREIGINEZ K RATE
. REREHENBFETELHENRE, BARBLH T UXH
HMATEWRER S, BAREDREHREE R TEEFK,

B RF DB TR H /ARFHE, WRE— I RENLEEEY
R AMSET RIERIEZEZ ) CPU IHTE N, BAMBL A IR — LR
BLREATHSETHESEFTNBETED, SEGEBTHT RIAAH
Tio AL, REANTE. BETEEEENTEN. FAZ
EHNESMEBHETELZNBTED, MARBAXMREESHAS
WENBREZ R

7. BIURERZS|g]
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RS2 BNEIE, UEWEETE, A7 ENHRARE X ROEBEILAS]
B, XS ESWEIEIIN, BN —Fh Merkle # ( Merkle tree ) (DRI
7S, EBRAR (root) AN T KRHIBBHIEINE, BILHZH ( tree )
B> R Bx (stubbing ) BIT57%, ZXRFEEERELE, AN EIE
RADRTH .

f X He, X Hesk P e, ek
Je | e || R P | Z AEHE | R

..... LN \

i mwa 1 | mEae , ey =T !
%ﬁ(ﬂfﬁ Iiﬁ_ﬂ_fﬁ_{ ﬁiﬂﬁz ‘_iﬁi‘ﬂf_ﬁ“ HeF (B2 .%ﬂf%i_a”
|Tx0|[Tx1||Tx2| [ 13 | ™3
Pl Merkle b JEE UL 1128 o) 5 Tx0-2 M X e v i

AERFHEBRXEL ( Block header ) A/NMYE 80 F 1, WNERFA1E
TE X BRA R IR

HE 10 D8—, BAB—F=ERNEIEN 42MB, ( 80 bytes * 6 * 24

(O R.C. Merkle, "Protocols for public key cryptosystems,"  (A4H% 0 R4 A1) In Proc.
1980 Symposium on Security and

Privacy, IEEE Computer Society, pages 122-133, April 1980.

S. Haber, W.S. Stornetta, "Secure names for bit-strings,” (HL4GFFH %44 ) In
Proceedings of the 4th ACM Conference on

Computer and Communications Security, pages 28-35, April 1997. on Computer and
Communications Security, pages 28-35, April 1997.

H. Massias, X.S. Avila, and J.-J. Quisquater, "Design of a secure timestamping service with
minimal trust requirements,” (TE3/N WASATIISEAE N & —FPB M B AR 4 88)  In
20th Symposium on Information Theory in the Benelux, May 1999.

10



Kiz C
b4 —MEN SHNEFIE RS

*365=42MB ), 2008 F£, PC AAZBENANGFAEN 2GB, 1ZBERELE
s, BEMESEISHX L EME T RFZ FEAE0

. BB RN (Simplified Payment Verification)

HERBTTENE D RNER T, BN AETER. — MBS
FERBHREEKN IESUEAREAIX LM, B R E ML
|, EFITHEB B RKNEES, F5E%BIT mekle IAXBET
W ERNEBHFANAKRAOBRZ S, P ABERTRRIZEZNENME
BRARA TR, ERIEBIEEZNENME, CHREFIEI IR
ZEZIE, FETERERMPX S —SIFRENEREZ T E,

SR AR Uk

[X B3 X B [X B
N s » smsie B > sentsie wag |
BiF)fao1 L EmEee

LB, REHRIHTRES TG, RENHHETEN. B,
LEWME—MHTENARNBEER G, BEBRIEB. RANETS
REBETRAZZNERN, AERHEEBRFEMRTE LTS,
BAPH W E B IREN ( fabricated ) XHHIBo BA—NTITHIK
B, REMMNEAIT —MERHRSE, Sivz&BER, WEERN
BB ZFE TR EEEENIANK RS X SNTEEE, UENER
NA—EHTHE. N THESLZAEREWAHNE WY, TRINEHE
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BITHMMNACHTEL R, WRFRANIRT T2 AR AIRE M,
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9. MEMHEE55E| (Combining and Splitting Value)

BATUBEDNBE MY BT EHATNE, EENTE KRBT
BRAE—RAXZRE—MEMNINE A TESNES TASSHE,
ZZBBIT AT AN Z Mg AL . —f&M 5 SRR ERRAFR
XHMHHE A, HERZILMERNNEIARZ S HEEMRNIHT
WA, BRERERZABRD. — BTN, A—MBETHE (08 )

FERENE, ER—EXHRHTZANEERS . ZEXH N
BRHTZ2ERS, BERXFIFAFEEAEE, FAXDTIEVHIHFAF
BERAREZILENFTERSHE.
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10. F&FA (Privacy)

(L0 SRS e

| P |_ 8 I_.: ﬂﬁ;&ﬁ%% »| TEAE

¥
bog

ke ALY

| soee | | =3 |

»
o

REREN] RUAXSGNSEEFRET —ERENRIMRT, BX
REETEENE=ZARBX S ELEETHEIZRN. ERIREXSER
EEMBTTHE, BMEWREXFNTERY T . EERMKAT SRR
. BAPRFAER. AREFENNEENNEEEN A —EHENE
m&EM%G T AM DA, BEEMBZZZEEMEENARKRE
HELEW, AREURHE, XEARZERE. XAREXRZAELMHNER
RN, F—FREXLZLANAE. XHERICKTRATHEED,
ERZSGVMANEMEREINTER.

TEARSMNNTIBATENE, EAE T LU RS ERE L — D HT R,
DA RXERZ ZAWIBHE — M RENAMEE. MNIBTHEEFITEA,
—ERELMBWESNITBEN, RAFTEARRXLETEHETRE

—MEE, WHARREET, WREDMNANE-—DAPEHART,
AT LB AR HMIRZ 25,

1. 18

ERAOTHSR. —PHEEREL ST /- £ E Rt FhiEE R
MR, BETRE TX—BHN, ERENARGOHERETEIH T
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WHENRMES T, EARESCENE, HIERSATETHEHEN

o XRANTRBASEILTHNRS, MAEND RKEA %R
—MEETEREENRR, — P HEEEMN, RZRELMACHR
SiER, HFAEELMRIRASEH AR,

WL EHE L2 BINER, I IHZXHFEYLES ( Binomial
Random Walk ) &R o AThEME XSRS K 7 — DX B, {FHA
S+, MERMEUNEREENESWEK 7 — X, F1E5ZEE-1,

Wi E MBI E B EZENTT 8, o DURh B MU FERR ™ (o]
7 ( Gambler’s Ruin problem ), RE—"NEHERELRNEMEH, REH
PHETEERB A LTSRS, REEN LECHSE, BARMTT MUt
BEA E SRR, @ zEER DS, WTHRO:
= WL S HNEH DT S gIER
= WiHEFEH TP S gIHER
q.= BHERLHEHRT z MXRAERZERE

1 if p<gq

q: = :
(ij if p>gq
P

BRE p>q, AABEMINARRRFE N KRBT EIEHNLT
fEo ATHIREZWEENRA, MRMAGEED BPRERMREFTMII, BA
IR BN B E N B RRE R B BRI, BATNEE— DK

(O W. Feller, "An introduction to probability theory and its applications," (HEZ2~FHiE 5 M
A=) 1957
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RABEEHLZKNE, THREEBHENRKATEEUENRS 7o HA]
RIFMAAKAR—IMXNWEE, FEULWARAE—BERNERNBEBEER
WY, REZHRIXANFNEFHFINREC . RRBKABNELI
X—m, BEANER,

R AL T —NERAES, RERWE - DBRIENEEER
RIELNHN BH T AFETER: ARATUEAERT— DK RER
ERSHN R RHTIEE, BRSO MNKREEM 7L, 7
FUBRIBITI AN . HILEE, REXZS—EXH, WHEHRABWE A
BFHFBEE T XS BRREN T TH®S

RBEWRARBSE/RZZHIEEIXRD, REESE 2 PR
Higo WH, MARERVMEREECEHR T ZDIMXER, EER
WA SE X SR FE 2R AR B DA £ — DX R, FAREHE B R
MR— DB, DHHNHEEN..

A=z

ST

LBER, AT HERHEEER MR, MR EENEHRK
BREERVAMDTHMEEE, RAEZEE THEERAEBEHE LM
B

AT, BRI TERESISAM:
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: ko (z—k)
1_2/1 e’ 1_[1}
o k! p
EXNWMT CESRED.

#include <math.h>

double AttackerSuccessProbability(double g, int z)
{

double p = 1.0 - g;

double lambda = z * (g / p):

double sum = 1.0;

int i, k;

for (k = 0; k <= z; k++)

{

double poisson = exp(-lambda);
for (1 = 1; 1 <= k; 1i++)
poisson *= lambda / 1i;

sum -= poisson * (1 - pow(q / p, z - k));
}

return sum;

}

NEH#ATER, TNTUSRWTHMERER, KIMEY 2z B2

BEo

% q=0.1 i

z=0 P=1.0000000
z=1 P=0.2045873
z=2 P=0.0509779
z=3 P=0.0131722

=4 P=0.0034552
z=5 P=0.0009137

z=6 P=0.0002428
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z=7 P=0.0000647
z=8 P=0.0000173
z=9 P=0.0000046

z=10 P=0.0000012
% q=0.3 fY

z=0 P=1.0000000

z=5 P=0.1773523

z=10 P=0.0416605
z=15 P=0.0101008
z=20 P=0.0024804
z=25 P=0.0006132
z=30 P=0.0001522
z=35 P=0.0000379
z=40 P=0.0000095
z=45 P=0.0000024

7z=50 P=0.0000006
KRS P<0.1%E9 z &
41F P<0.001, N

g=0.10 z=5
q=0.15 z=8
q=0.20 z=11

qg=0.25 z=15
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q=0.30 z=24
q=0.35 z=41
q=0.40 z=89

q=0.45 2z=340
12. 45ip

FNERRE T —MABEGEATNINET N AR HNE LTI
TEBENBTFETNEFERRE, RRXMAGAMBELURE 72BN
HEH, BERNEMUBFIENES N AT RN, HIHeH T —H
XA TEBIANF N AN RMERICKZSZNAFES, REHRLNT
REEBIRH LR ZHA CPU ITERE N, MEESHEEFL LML
PILFo ZMERREZ DET CHEM ENEEE. T RZENIERS
DERMIRT A, RFBERDOME. ST RECFERAHBECHNEN,
AT XS EENRMEZRIFLEMTER, IARABERERKRE HEHER
o TRUMBREAME, MEEFMAMEDIEETES, RARFTE
RN AHEN TESIERELT, TRBTECH CPUITE hit
TR, RRMNNERXRAFEIA, IR ERARAIX R ERKIE
BCH#IA, HFEEETIMNXRY FRKKRDEGRRIESE, FMMEREE
7" P2P BT M AGMBTENE AN R ERE.
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